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http://www.designoutcrime.org/

®* We have or use in security and

redirection of er | - such as cyber-security.
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Perimeter firewall, IDS etc
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DEFENSE IN DEPTH

Defense in Depth is based on an idea of castle design
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® Authenti

® Defense in depth
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These all apply to both cyber-attacks and to system failures.
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Perimeter firewall, IDS etc.

(C) TERENCE LOVE DESIGN OUT CRIME AND CPTED CENTRE 2018



ng to bear

® The s defer ders to control attackers

® Manipulating the dyno | and behaviour of the changes over time in both

varieties of options
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Data corruption
Exploits
Social engineering

Dervisor compromise
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1\& LAW OF REQUISITE VARIETY 4

O

Variety in control system

Vdriety in system being controllec

Cyber-attack ecosystem

Cyber-security

variet
system 7

variety

Variety of the Control system must be bigger than Variety of what is being controlled

(C) TERENCE LOVE DESIGN OUT CRIME AND CPTED CENTRE 2018



A
‘." (l

| “ "' !' '!l":‘!f;f |

|

iker/maryevansiom

(C) TERENCE LOVE DESIGN OUT CRIME AND CPTED CENTRE 2018




Dynamically changing control systems Dynamically changing systems and subsystems

—)

TVqrie'ry of the Control system must be bigger than Variety of cyber-attacking system
0O
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Variety is dynamically

distributed through the
control system and the
system being controlled

Dynamically changing systems, control systems, subsystem ownerships and variety
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arship of

®* Chang directs the power and

control at any anc
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ease)

iety to keep

US-wide emissions law

Q
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y on your

ensions.

ase variety on your

jge OnN.

® Identify the core powe 1se effective variety at more than 2

Feedback loops away in ways that achieve power transfer (2 Feedback Loop Law

is described elsewhere)
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+61 (0)434 G
www.designoutcrime.org
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